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{202) 828-5519

Marlene H. Dortch, Secretary

Office of the Secretary

Federal Communications Commission
445 12" Street, S.W.

Washington, DC 20554

Re:  Sierra Communications Southwest, Inc.
Section 64,2009(¢) CPNI Certification Filing
EB-08-TC-5335
Request for Waiver

Dear Ms. Dortch:

Sierra Communications Southwest, Inc. (“SCS”), by its attorneys, hereby submits its
annual CPNI Certification for 2007, and a request for a waiver of section 64.2009(e) of the
Commission’s rules. . o

For the reasons set forth in its response to the FCC’s CPNI Inquiry dated September 5,
2008 (File No. EB-08-TC-5335), which is incorporated herein as if fully set forth, SCShereby
requests a waiver of Rule Section 64.2009(¢) to permit the late-filing of the instant report. For
good cause shown, it is respectfully submitted that the public interest would be served by a grant
of this request.

In other instances, the Commission has granted waivers to allow the late filing of required
documents when the public interest is service by allowing such filings. See, e.g., In the matter of
Forty-one Late-Filed Applications for Renewal of Educational Broadcast Service Stations, DA



07-205, 22 FCC Rcd 879, (Jan. 25, 2007); Junior College District of Metropolitan Kansas City,
Missouri, DA 06-2381, 21 FCC Red 13770 (WTB 2006); City Page & Cellular Services, Inc.
dr/b/a City Beepers, DA 02-3558, 17 FCC Red 26109 (WTB 2002)(Long form application
deadline waived because applicants were unaware of deadline); NPCR, Inc., Petition for Waiver
of Rule Section 54.8026, DA 07-110, 22 FCC Red 560, (WCB 2007XETC Certification report
deadline waived).

If you have any questions regarding this matter, please contact me.

Respectfully submitted,

Mdo. 00t Q

Richard D. Rubino
Attorney for Sierra Communications
Southwest, Inc.

Attachment



Maerlene H. Dortch, Sectetary

Federal Communications Commission
Office of the Secretary

445 12th Strest, SW

Washington, DC 20554

Anmuzl 47 C.F.R. § 64.2005(c) CPNI Certification
EB Docket 06-36

Annuzl 64, 2809(e} CPNI Certification for 2007

Date of execution: September 12, 2008

Name of Company covered by this certification: Sierra Communications Southwest, Inc.
Form 499 Filer ID: §08671

Name of Officer signing: David Fischer

Title of Officer signing: President

I, David Fischer, certify that § am an officer of the Company named sbove, and acting as
an agent of the Company, that I have personal knowledge that ihe Company has established
operating procedures that are adeguate 1o ensure compliance with the Commission’s CFNI Tules.
See 47 CFR. § 64.2001 e¢f seg.

Attached to this ceriification as Exhibil 1 is an accompanying staternent explaining how
the Company’s procedures ensure that the Compeny 18 in compliance with the requirements set
forth in section 64.2001 ef seg. of the Commission’s rules,

The Company has net taken any actions (proceedings institrted or petitions filed by a
company af either state commission, the court system, or at the Commission against data
brokers) against data brokers in the past year. Companies must report on any information that
they have with respect 1o the processes pretexters are using to atterapt 0 access CPNI, and what
steps companies are taking to protect CPNL

_ The Company bas not received any customer complainis in the past yoar concerning the
wnautherized release of CPNI {number of customer complaints a cosapany has received related to
unaguthonzed access to CPNI, or unauthorized disclosure of CPNI, broken down by category or
complaing, e.g., instances of i ImPYOPEr aceess by employees, instances of improper disclosure to
individuals not authorized to receive the information, or instances of impreper access to online
informasion by individuals not authorized to view the information
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o Teleconnunications Consumers Division, Enforcement Burean
Best Copy and Printing, Inc.




Exhibit 1
SEERRA COMMUNICATIONE SOUTEWEST, INC.

STATEMENT EXPLAINING HOW THE COMPANY’S OPERATING PROCEDURES
ENSUREZ COMPLIANCE WITH THE FCCOS CPMNI RULES

1. Customer Proprietary Network Information (*CPNI")

CPNI is defined in Section 222(f) of the Communications Act as (A) information that relates
w the quantity, technical comfigurstion, type, destination, and amount of use of a
telecommunications serviee subscribed to by any customer of a teleconimunications carrier,
and thet is made available to the camier by the customer solely by virtue of the carrier-
customer relationship; and (B) information contained in the bills perfaining to telephone
exchange service or telephone toll service received by g customer of a carrier (except that
CPNI does not incinde subscriber list information).

Generally, CPNI includes personal information regerding s consumer’s use of his or her
telecommunications services. CPNI encompeasses information such as: {a) the telephone
numbers called by & consumer; {b) the teiephone numbers cailing a customer; (c) the time,
focation and duration of a consumer’s outbound and inbound phone calls, and (d) the
telecommunications and information services purchased by a consumer.

Call detail information {also known as “call records™) is a category of CPNI that is
particularly sensitive from a2 privacy standpoint and that is sought by pretexters, hackers and
other unauthorized entities for illegitimate purposes. Call detail inclhudes any information
that periains fo the transmission of a specific telephone ¢all, including the number called (for
outbound callg), the number from which the calf was placed (for inbound calls), and the date,
time, location and/or duration of the call (for ail calls).

IE TUse and Disclospre of CFPNE I Bestricted

The Company recognizes that CPNI includes information that is personal and individually
identifiable, and that privacy concerns have led Congress and the FCC to impose restrictions
upon its use and disclosure, and upon the provision of access to it by individuals or eniifies
inside and cutside the Compeny.

The Company has designated s CPNI Compliance Officer who is responsible for: (1)
communicating with the Company’s attomneys and/or comsultants regarding CPNI
responsibilities, requirements and restrictions, (2) supervising the wtzining of Company
employees and agents who use or have access to CPNI; (3) supervising the ase, disclosure,
distribution or access to the Company’s CPNI by independent contraciors and joint venture
partners; (4) maintaining records regarding the use of CPNI in marketing campaigns; and (5)
receiving, reviewing and resolving questions or issues regarding use, disclosure, distribution
or provision of access to CPNL



Company emplovees and agents that may deal with CPNJ have been informed that there are
substantial federal restrictions upon CPNI use, distribution and access. In order to be
suthorized o use or sceess the Company’'s CPNI, employees and agents must receive
training with respect to the requirements of Section 227 of the Communications Act and the
FCC’s CPNI Rules (Subpart U of Part 64 of the FCC Rules).

Before an agent, independent contractor or joint venhure pariner may receive of be allowed to
secess o use the Company’s CPNI, the sgent’s, independent contracter’s or joint venture
partner’s agreement with the Company must contain provisions (or the Company and the
agent, independent confractor or joint venfure pariner must enter info an additional
sonfidentiality agreement which provides) thet: (2) the agemt, independen: contractor or joint
venpture partner may use the CPNI only for the purpose for which the CPNI has been
provided; (b) the agent, independent contractor or joint venture pariner may not disclose or
distribute the CPNI fe, or allow agcess to the CPNI by, any other party {(unless the agent,
independent contractor or joint venture partner is expressly and specifically required to do so
by & court order); and (c) the agent, independent contractor or joint venture partner must
implement appropriate and specific safeguards acceptable o the Corppany to emsure the
confidentiality of the Company’s CPNL

Y. Protection of CPRI

1. The Company may, afier receiving an appropriate written reguest from a customer,
disclose or provide the customer’s CPNI to the customer by sending it to the customer’s
address or record. Any and 2ll such customer requests: (1) must be made in writing; (2) must
include the cusiomer’s correct billing name and address and telephone number; (3) must
specify exactly what type or types of CPNI must be disclosed or provided; (4) must specify
the time period for which the CPNI must be disclosed or provided; snd (5) must be signed by
the custommer. The Company will disclose CPMNI vpon affirmative written request by the
custorner to any person designeted by the customer, but only after the Conmpany calls the
customer’s elephone number of record and/or sends a notification o the customer’s address
of record to verify the accuracy of this request.

2. The Company will provide 2 customer’s phone records or other CPNI fo a law
enforcement agency in accordance with applicable legal requirements.

3. Since December 8, 2007, the Company retpins all customer passwords and “shared
secret” question-answer combinations in secure files that may be accessed enly by authorized
Compsny employees who need such information in order fo authemticate the identity of
customers requesting call detail information over the telephone.

4, Since December 8, 2007, Company employees aunthenticate all telephone requests for
{PNI in the same manner whether or not the CPNI consists of call detail information. That
is, Company employees must: (a) be fiwnished the customer’s pre-sstablished password (or
cotrect answers to the back-up “shared secret” combinations), (b) send the reguested
information to the customer’s postal or electronic “address of record” (see¢ definition above),”



or {¢} call the customer back at the customer’s “islephone number of record” (see definition
above) with the requested information.

5. The Compacy has adopted a policy thet it does not and will not use, disclose or permit
access 10 CPNI by an affiliate.

6. When an existing customer calls the Company to inguire zbout or order new, additional or
modified zervices (in-bound marketing), the Company may use the customer’s CFNI other
than call detail CPNI o asaist the customer for the duration of the customer’s call if the
Company provides the customer with the oral notice required by Sections 64.2008(¢c) and
64.2068(D) of the FC{C's Rules and after the Company authenticates the customer.

Since December 8, 2007, the Company discloses or relesses call detail information o
customers during customer-initiated tolephone contacts only when the customer provides a
pre-established password. I the customer does not provide 2 pessword, cell detail
information is released only by seading it to the customer’s address of record or by the
cerrier calling the customer at the telephone number of record. IF the customer is able to
provide to the Company during & customer-initiated ielephone call, all of the call detail
information necessary to address a customer service issue (V. e., the telephone number called,
when it was called, and, if applicable, the amount charged for the call) without Company
assistance, then the Company may teke routine customer service actions related to such
information. (However, under this circomstance, the Company may not disclese to the
customer any call detail information about the customer account other than the call detail
information that the customer provides without the customer first providing a password.)

7. The Company has sdopied a policy that it does not and will not use, disclose, or permit
access to CPNI in connection with Company-initiated marketing of services to which a
cusiomer does not already subscribe from the Company (out-bound marketing).

8. The Company maimiains appropriate paper and/or electromic records that allow its
employees, independent conivactors and joint venture pariners o clearly esiablish the status
of each customer’s Out-out and/or Opt-In approvals (if any) prior to use of the customer’s
CPNI. These records mclude: (1) the daie(s) of any and 211 of the customer’s deemed Opt-out
approvals and/or Opt-in approvals, together with the dates of any modifications or
revocations of such approvals; and (ii) the tyvpe(s) of CPNI use, access, disclosure and/or
distribution approved by the customer,

9. Before 2 customer’s CPNI can be used in an out-bound marketing activity or campaign,
the Company’s records must be checked to determine the status of the customer's CPNI
approval. Company employees, independent contraciors and joint veniure partners are
required o notify the CPNI Compliance Officer of any access, accuracy or security problems
they encounter with respect to these records.



If new, additional or extended approvals are necessary, the CPNI Compliance Officer will
determine whether the Compasy’s “Opt-Out CPNI Notice” or “Opt-In CPNI Notice” must be
used with respect to various proposed cut-bound marketing activities.

10. The CPNI Comphliance Officer will maintein 2 record of each out-bound marketing
activity or campaign, including: (i) a description of the campaign, (i1) the specific CPNI that
was used in the campaign; (ii1) the date and purpose of the campaign: and (iv) what products
and services were offered as part of the campaign. This record shall be maintsined for a
minimug 0f one year.

il. The Company’s emplovess and billing agents may use CPNI to initiate, render, bill and
collest for telecommunications services. The Companry may obizin information from new or
existing customers thet may constitute CPNI as part of applications or requests for new,
additicnal or modified services, and its employees and agents may use such customer
mformation (withowt further customer approval) to initiate and provide the services.
Likewise, the Company’s employees and billing agents may use customer service and calling
records (without customer approval ). (a) 1o bill customers for services rendered to them; (b)
to investigate and resolve disputes with customers regarding their bills, and (¢) to pursue
legal, arbitration, or other processes to collect iate or unpaic bills from customers.

12. The Compsny’s employees and agents may use CPNI without customer approval to
protect the Company’s rights or property, and to profect users and other carriers from
fraudulent, abusive or illegal use of (or subscription te) the telecommunications service from
which the CPNI is derived.

Because allegations and investigations of fraud, abuse and illegal use constitute very
semsitive matters, any access, use, disclosure or distribution of CPINI pursuant to this Section
must be expressly approved in advance and in writing by the Company’s CPNI Compliance
Officer.

13. The Company’s employess, agents, independent contractors and joint venture pariners
may MOT use CPNI o identify or track customers who have made calls fo, or received calls
from, competing carriers. Nor may the Company’'s employees, sgents, independent
contractors of joint venture partners use or disclose CPNI for personal reasons or profit.

14, Company policy mandates that files containing CPNI be maintained in g secure manner
such that they cannot be used, accessed, disclosed or distributed by unauthorized individuals
or in ap unauthorized manner.

15, Paper files containing CPNI are kept in secure areas, and may not be used, removed, or
copied in an unawthorized manner.

16. Company employees, agenis, independent contractors and joint venture pariners are
required o notify the CPNI Compliance Officer of any access or security problems they
encounter with respect to files containing CPNL



17. The Company maey permit its customers to establish ondine sccounts, but must requice an
appropriate password to be fuenished by the customer before he or she can access any CPNI
in his or her online account. Since December 8, 2007, passwords may NOT be based upon
readily obiainable biographical information {(e.g., the customer’s name, mother’s maiden
name, social securily number or date of birth) or account infonmation (e.g., the customer’s
telephone number or address).

18. Since Desember 8, 2007, customers may oblain an initial or replacement password: (1) if
they come in person 1o the Company’s business office, produce a driver’s license, passport or
other government-issued identification verifying thelr identity, and correctly answer certain
questions regarding their service mnd address, or (i) if they call 2 specified Company
telephone number from their telephone munber of record, and then wait a2 that number ontil
a Company represeniative calls them back and obtains correct answers o certain guestions
regarding their service and address.

19. Since December 8, 2007, the Company will notify customers immediately of certain
changes in their accounts that may affect privacy or secunitly matters.

a. The typss of changes thet require mmmediate notification include: (a) change or request
for change of the customer’s password; (b) chenge or request for change of the
customer’s address of record; (¢) change or request for chenge of any significant element
of the customer’s onlne account, and (d) a change or regusst for change to the
customer’s responses with respect to the back-up means of authentication for lost or
forgotien passwords.

b, The notice may be provided by: (a) a2 Company call or voicemail fo the customer’s
telephone number of record; {b) & Company text message 1o the customer’s telephone
number of record; or (¢) a written notice mailed to the customer’s address of record (to
the ¢ustomer’s prior address of record if the change includes a change in the customer’s
address of record).

c. The notice must ideniify only the general type of change and must not reveal the
changed information.

d. The Company empioyee or agent sending the notice must prepare and furnish 1o the
CENI Compliance Officer 2 memorandhum containing: (2) the name, address of record,
and telephone number of record of the customer notified; (b) 2 copy or the exact wording
of the text message, writien notice, telephone message o1 voicemail message comprising
the notice; and (¢) the date and time that the notice was sent.

20, Since December 8, 2007, the Company must provide an initizl notice 1o law enforcernent
and a subsequent notice to the customer if a security breach results in the disclosure of the
customer’ s CPNI 1o a third party without the customer’s authorization.

a. As soon as practicable (and in no event more than seven (7) days) after the Company
discovers that a person (without authorizafion or exceeding awuthorization) has



intentionally gained access 1o, used or disclosed CPMI, the Company must provide
elecivonic notification of such breach to the United Staies Secret Service and fo the
Federal Bureau of Investigation via a ceniral reporting facility accessed through a link
maintained by the FOC at hitp://www . foo. govieb/opni.

21. Since December 8, 2007, the Company will provide customers with access to CPNI at its
retail locations if the customer presents a valid photo ID and the valid photo ID maiches the
name on the scoount. '

22. Since December §, 2007, the Company takes reasonsbie measures to discover and protect
againgt activity that iz indicative of pretexting including requiring Company employees,
agents, independent contractors and joint venture partners fo notify the CPNI Comgpliance
Officer immediately by veice, voicemail or email oft (a) any suspicious or unusual call
requesting & customer’s call demil information or other CPNI (including a call where the
cajler furnishes an incorrect password or incorrect answer 1o one or both of the “sharved
secret” question-answer combinations);, (b) any suspicious or wnusupal attemgk by an
individual 1o change a customer’s password or account information {(including providing
inadequate or imgppropriate idenmtification or incorrect “address or record,” “telephone
numaber of record” or other significant service information); (¢) sny and all discovered
instances where gcoess to the Company’s electronic files or databases containing passwords
or CPNI was denied due to the provision of incorrect logins and/or passwords; and (d) any
complaint by a cusiomer of unauthorized or inappropriate use or disclosure of his or her
CPNI. The CPNI Comgplisnce Officer will request further information in writing, and
investigate or supervise the investigation of, any incident or group of incidents that
reasonably appear to entail pretexting.

V. CPNE Compliance Officer

In addidon to the specific matters required to be reviewed and approved by the Company’s
CPNI Compliance Officer, emplovees and agents, independent confractors and jeint venture
partners are stropgly encouraged 1o bring any and all other questions, issues or uncertainties
regarding the use, disclosure, or access to CPNI to the attention of the Company’s CPNI
Compliance Officer for appropriate investigation, review and gnidence. The extent to which
a parficular emplovee or agenmt brought a CPNI matéer to the atiention of the CPNI
Compliance Officer and received appropriate guidance is a material consideration in any
disciplinary action brought against the employee or agent for impermissible use; disclosure
or ancess to CPNL

V. Disciplnary Procedures
The Company has informed its emplovees and agents, independent contractors and joint
venture pariners that it considers compliance with the Commwniications Act and FCC Rules
regarding the use, disclosure, and access to CPNI 1o be very important.

Violation by Company cmployees or agents of such CPNI requirements will lead to
disciplinary action (including remedial training, reprimands, unfaversble performance



reviews, probation, and termination), deperding upon the circumstances of the violation
{ingluding the severity of the violation, whether the violation was a first time or repeat
violation, whether appropriaie guidance was sought or received from the CPNI Compliance
Officer, and the extent to which the violation was or was not deliberate or malicious).

Violation by Company independent contractors or joint venfure partners of such CPNI
requireinenis will lead to prompt disciplinary action (up to and including remedial tmining
and termination of the comtract).



Exhibit 2
SIERRA COMMUNICATIONS SOUTHWEST, ENC.
STATEMENT OF ACTIONS TAKEN AGATNST DATA BROKERS
A During Calendar Year 2007, the Company has instituted the following proceeding, or filed
the following petitions, against data brokers before the Federsl Communications
Coremission:
NONE
B. Durnng Calendar Year 2007, the Company has instituted the following procesding, or filed
the following petitions, against datz brokers before the State of New Mexico Corporstion

Commission.

NONE

C. Duwring Calendar Year 2007, the Company has instituted the following procseding, or filed
the following petitions, against data brokers before the following federal or state courts:

NONE



Exhibit 3
SIERRA COMMUNICATIONS SOUTHWEST, INC.

SUMBMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTEQORIZED RELEASE OF CPNE

A. During Calendar Year 2007, the Company has received the following number of customer
complaints related to unavthorized access 10, or disclosure of, CPNI due to impropsr access
by Company employees:

NONE

B. Duning Calendar Yesr 2007, the Company hes received ihe following number of customer
complaints relaied to unauthorized access to, or disclosure of, CPNI due to improper
disclosure to individuals not authorized to receive the information:

NONE

€. During Calendar Year 2007, the Company has received the following number of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access
to online information by individuals not authorized to view the information:

NONE

. During Calendar Year 2007, the Company has become aware of the following processes that
pretexters are using to attempt to access its CPNI:

NORE



